Keynote Diagram Penn

 J Engineering

Alice Certifving Authorities? Other servers w/reputation
W) i e management data?
Local Credential Store
Server
Licensee:  “root”
Beneficiary: “Bob”
Actions: “read” + “write” Existing YE_S> Party Decision Policy Store
w7 Signature:  root_sig —  Keynote —— | Extraction
_ Interpreter NO Bob: read: if trust > 0.50
Licensee:  “Bob” Root Bob: write: if trust > 0.75
Beneficiary: “Alice” Bob
Actions: “read” Alice
Signature:  Bob_sig Fetch v
Policy Quantifier ﬂ\'/a\l_» Decision
.. Everything Local Policy Store Module Maker
else at right ...
'Bob can read + write' NO iYES
Feedback
Data
Calling | L] Application/
Application Reputation | g | . File Server
Local Credential Management
Store OUTPUT

NO ' NO Y OUTPUT



Basic Figures Used

artifacts

s

database



QTM Overall Architecture

context
credential > TDG
& extractor /—® TDG
requested A
service
action
™ @ DM Context
eynote yes tv, action information
(keynote) ( ' ‘ inf '
/ (yes,action)

5 |/

application
service

RM

database
TDG (Trust Dependency Graph)

TM (Trust Manager)

TVE (Trust Value Evaluator)

RM (Reputation Manager)

DM (Decision Maker based on risk analysis)



	Slide 1
	Slide 2
	Slide 3

