Parameter-Invariant Monitor Design for Cyber-
Physical Systems
Part 1: Fundamentals of Parameter-Invariance

James Weimer, Oleg Sokolsky, Insup Lee
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Cyber Physical Systems are Everywhere
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Building Energy Management
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Smart Grid Monitoring
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Health Monitoring

&t T PRECISE



Outline of Tutorial

 Part1:Foundations of Parameter Invariance
— underlying mathematics
— motivation
— supplemental slides : https://rtg.cis.upenn.edu/parameter-invariant.html

* Part 2 : Design of Parameter Invariant Monitors
— parameter invariant testing for linear time invariant dynamics
— design short cuts

 Part 3:Implementation of Parameter Invariant Monitors
— real-world applications
— design trade-off insight
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Outline of Tutorial

e Partl:Foundations of Parameter Invariance

— underlying mathematics
— motivation
— supplemental slides : https://rtg.cis.upenn.edu/parameter-invariant.html
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Binary Hypothesis Testing Basics

*  Two hypotheses: null hypothesis (H,) and event hypothesis (H,) composite hypotheses
— H, =normal/safe, H; = abnormal/unsafe
— H,=absence of X, H, = presence of X H, H,

— Hy=Xhappens at T,, H; =X happens at T,

* Hypotheses are classified as “simple” or “composite”
— simple : hypothesis contains 1 scenario
* e.g.H,=Xhappens attime 1
— composite : hypothesis contains multiple (possibly infinite) scenarios
* e.g. H,=Xhappens at time 1 or time 2

 Performance of a test classified “false positive” and “true positive” rates H
1

H, is true

test claims H, correct non-detection

test claims H, true positive

 Two Classical Approaches to test design
— Bayesian: assumes prior knowledge on probability of H, and H, being true
* easier to design, “absolute” performance
— Frequentist: does not assume prior knowledge on probability (many CPS applications)
ey * harder to design, “relative” performance
0 Penn & P
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Robust Monitoring Problem

“All models are wrong, but some are useful” — George E.P. Box

Known Unknown
* event we want to monitor * probability of event
* basic physical interactions * exact physical models
1 .
© O .-
Q individual N, test A Q 2
individual N, o -
© .
Q individual N, test B O -7
> P s
= -
|
& l o7
S | e
s 4 ’
- ’ : constant false alarm rate (CFAR)
o L= '
0 false positive rate 1

Monitor Design: maximize worst-case true positive rate, bound worst-case false positive rate
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Robust Monitoring Problem ... More Formally

V ={1,...,V} isapopulation of Vindividuals.
For each individual, v € V', we gather N measurements, Y, € RN
The PDF of y,, is parameterized by 0, € O U O, Yv ~ f(y ‘ 9@)

We wish to design a test, ¢(y,) € {0, 1}, to evaluate:
HOIQUEGO vs. Hq:0, € O

— maximum probability of false positive is bounded:

A A

V0, € O, Py, [0(Yy) =11 < sup  Pyp(Y,) =1]= sup Ey[p(Ys)] = Prp()
veV, 0€6g veV, €0,
— minimum probability of true positive is maximized:
VO, € ©1, Py [¢(Yy) =1] > vevl,nefe@l Pylo(Y,) =1] = vevl,nefe@l Eylo(Y,)] = Prp(¢)

Monitor design problem:

¢ = arg max Prp(¢) Do = {4 | Prr() < a}

maximize true positive o bounded false positive PRECASE



Overview of Testing Approaches

 Neyman-Pearson (NP)

— likelihood ratio test (LRT)
— uniformly most powerful (UMP) Test

 Maximum Likelihood (ML)
— generalized likelihood ratio test (GLRT)

 Maximal Invariance (Ml)
— maximally invariant statistic
— uniformly most powerful invariant (UMPI) test

 Parameter-Invariance (PAIN)

— near-maximally invariant statistic
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Form of lllustrative Examples

* 2 measurements, 2 parameters, and noise

i [Fla )i )| oo

y<2) measurements = + noise i.i.d. Gaussian

* Binary hypothesis testing problem on parameters

>y (1) Ho = (01,02) € g1 X Op 2
Hq : (91,82) S @1’1 X @1,2
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lllustrative Examples Considered

example 1

7‘[0 : (91,92) - {1} X {O}
Hq ((91,92) c {O} X {1}

y(2)
,T\
A

y

"o Penn v
- Engineering
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example 2

Ho : (91,92) c R X {0}
Hq : (91,92) cR xR

example 3
Ho : (91,92) c R X {0}
Hi ((91,92) S {O} X R

%?) y z?% y
< }y(l) <€ / >y(1)
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Example 1

Ho : (01,02) € {1} x {0}
Hq : ((91,92) c {O} X {1}

y<2) y What is the “best” monitor?

>y(1)




Likelihood Ratio Tests

 Example 1 has simple hypotheses

— Ho: (01,02) € {1} x {0} vs. Hy:(01,02) € {0} x {1}

* Neyman-Pearson Lemma [1933]: (for simple hypotheses)
— Likelihood ratio test (LRT) maximizes true positive rate at all false positive rates

e Likelihood Ratio Test (LRT)
— likelihood of parameters, given measurements: L(H; yv)

— likelihood ratio: Lpg(y,) = éégéz"g

- LRT@) oy = { ¢ (o) 2

« where P|Lg(y,) <7] =«

Penn
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Example 1 : LRT

apply the likelihood ratio test
Hy: (01,02) € {0} x {1} log-likelihood ratio

InLr(y) =InL (0©1;y) —InL (O¢;y)
=y(2) — y(1) (supplemental slides)

likelihood ratio test (LRT)

1, y(2)>y()+
P(y) = - < < L

0, y(2)<yl)+n

n chosen to achieve desired false positive rate

LRT is optimal for simple binary hypotheses.

What about composite hypotheses?

ggnlgelmg 15 PRECISE



Example 2 : LRT

Ivthe likelihoodrati

log-likelihood ratio
InLe(y) =InL(©1;y) —InL(Og;y)

LRT is not applicable, what is the best monitor?

16 PRECISE



Generalized Likelihood Ratio Test
]

* Example 2: H, is composite, H, is composite

-Ho : (91,92) c R x {O} vs. Hj: (91,92) e R xR

* Neyman-Pearson Lemma [1933]: (H, is simple, H, is composite)
— The LRT can be the uniformly most powerful (UMP) test

* “no other test with the same false positive rate has greater true positive
rate”

* results in an optimal robust monitor — if UMP test exists

* Concept: estimate unknown parameters in LRT
— use ratio of maximum likelihood under each hypothesis

e Generalized Likelihood Ratio Test (GLRT)

— generalized likelihood ratio: [ p(y) = 0101 L(b1;y)
maxg,ce, L(0o;y)

= 1, Lgr(y)>n
- GLRT(¢) +— (y) = { A
En%mngelrmg 0, LR1(7Y) <7 PRECISE




Example 2 : GLRT

apply the generalized likelihood ratio test
Hy - (91,(92 e RxR

generalized log-likelihood ratio

2In Lp(y) = max 2In L (él;y) — max 2In L (éo;y)
01€06, 0o E€BO¢

=y(2)? (supplemental slides)

generalized likelihood ratio test (GLRT)
1 _
y() ) 0, y(2)°<n

GLRT is optimal in this example.

Is the GLRT always the solution?

g%lnlelelmg 18 PRECISE



Example 3 : GLRT

Ho : (01,02) € R x {0} apply the generalized likelihood ratio test
Hq : ((91,92) & {O} X R

generalized log-likelihood ratio

y%Q) y 21n Lr(y) :érlneaécl 2In L (ény) - él;ﬂeag:0 2In L (éo;y)

=y(2)? —y(1)> (supplemental slides)

distribution of generalized log-likelihood ratio

>1(1) Ho : 2In Ly(y,) ~ 272

“difference of unknown non-central
chi-squared and central chi-squared”

\l‘ No bounds on false positive rate
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&tenn . PRECISE



The Problem with the GLRT

 The GLRT does not (in general) bound the false positive rate
— Form of Example 2 is a special case [Kraut & Scharf 1999]
— Example 3 illustrates when it fails.

y(2) y

* Q. What was special about Example 2?

1, y(2)?
qs(y):{ b

* A lnvariantto y(1)
— results in known null distribution

* Can this “invariance” be generalized?

E%nnelelrmg 20 PRECISE



Maximally Invariant Test

e Tests over Maximally Invariant (M) Statistics
— adaptive approach to signal detection (from radar signal processing)

e Goal: test is maximally (optimally) invariant to unknown nuisance parameters
— nuisance parameters -- do not discriminate b/w hypotheses (nuisance parameter set)
— test parameters = discriminate b/w hypotheses

Ho : (61,02) € R x {0} R x {0}  nuisance set
Hy:(01,02) e R xR 0 x R\{0}

example 2:

* Maximally invariant testing is a 2-step approach

1) design a statistic maximally invariant to nuisance parameters
2) apply GLRT to Ml statistic

* Canvyield a uniformly most powerful invariant (UMPI) test

— “no other test, also invariant to the nuisance parameters, with the same false
positive rate has greater true positive rate”

o : PRECISE



Maximally Invariant Testing ... More Formally

* Transformation groups: Gg

— exactly captures all possible transformations induced by parameters
— contains inverse transformation:

Vg € Go,39' €Go, 9(d'(y)) =y
— group theory mathematics, Sophus Lie 1888 — 1896

 Maximally Invariant statistics to a transformation group:
INV(t;G) «— Vg € G,t(g(y)) = t(y)
MI(t:G) «+— INV(G) A ty) =t(y') — g€ G,y =9(y)

 Consider hypotheses: H;. : 0 € O, k € {O, 1}
— nuisance parameter sets: @N = Oy N O,
— null test parameter sets: (:)0 = @0\@1
— event test parameter sets:(:)1 — @1\@()

08 4R 408
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Example 2 : Ml test

Ho : (61,02) € R x {0} apply maximally invariant test
Hy (91,92) e R xR

nuisance parameters

On1=R,0n2=0

y(ﬁ) .

group of nuisance transformations

gan = (o ([ 3 |) = [y |+ [ 0] e <)

candidate Ml statistic
(e 1) =10 Y16 1= Lot

&t . PRECISE




Example 2 : Ml test

Ho X (91,(92) c R X {O}
Hq (91,92) eR xR

group of nuisance transformations candidate Ml statistic

g (o (L) |) =Lty | Lo e (50 ) =10 11100 [ =[]

to be invariant

INV(t;G) +— Vg € G, t(g(y)) = t(y)

24 PRECISE



Example 2 : Ml test

Ho : (01,02) € R x {0}
Hi: (61,02) e Rx R
group of nuisance transformations candidate MI statistic
so. = 1ao ([t )= [ [+ Lo Joveem) (50 ]) = Lo V1363 = Lo

to be maximally invariant

MI(t;G) «— INV(:G) A ty) =t(y') — g€ G, ¥y =g(y)

R (P I (F )
—lo e ]=[0 1] L0 ]
— e ] Lo so= 1) |- 0w
—ne ] =Lu |+ [0 ]e e=v -
— zggzgqiggb Jge¢ alsoTRUE PRECISE




Example 2 : Ml test

apply maximally invariant test

maximally invariant (M) statistic

(Lo ) =10 100 [ =t ]

y(2) y GLRT over Ml statistic
2In Lr(t(y)) = mealéﬂlnL (c;t(y)) —2In L (0;t(y))

=y(2)?  (supplemental slides)

y(l) maximally invariant test

Same as the GLRT ... and optimal

(for this example)

Engineering PRE@ISE




Example 3 : Ml test

Ho : (01,02) € R x {0} apply maximally invariant test
Hq : ((91,92) & {O} X R

nuisance parameters

éN:@lﬂ@o - éN,lzoaéN,ZZO

y(2) y maximally invariant statistic
T o
ty) =y

GLRT over Ml statistic

2In Lp(t(y)) = max 2In L (él;y> — max 2In L (émy)
01 €01 00 €Oo

=y(2)° —y(1)?

(for this example)

distribution of GLRT over Ml statistic

Ho : 2In Lp(y) ~ ???
“difference of unknown non-central
chi-squared and central chi-squared”

Penn ~
Engineering >’ No bounds on false positive rate EREC, ISE




Parameter-Invariant Test

* Tests over Parameter-Invariant (PAIN) statistics
— extends principles of Ml statistics
— guarantees test has constant false positive rates

* Goal: test is Ml to null parameters (i.e. nuisance & null test parameters)
— discriminates based only on the event test parameters

e Parameter invariant testing is a 2-step approach
1) design a PAIN statistic that is Ml to nuisance and null test parameters
* possibly “expanding” nuisance parameters for each hypothesis
2) apply GLRT to PAIN statistic

e Performance Tradeoff

— constant false positive rate
— loss of discriminatory information
* null test parameters

T Doy if there are no null test parameters 2 PAIN = M|
& g : PRECISE



Parameter Invariant Testing ... More Formally

* Transformation groups:
Gno = {Q(QO(Y)) g €GN, go € Qo}

PAIN statistic is Ml statistics to a transformation group:

MI(t; QAN,())

Properties:
MI(t;Gno) — INV(t;Go) A INV(t;Gn)
Oo=0 N MI(t; QN,O) — MI(t;Gn)

o y PRECISE



Example 3 : PAIN test

apply parameter invariant test

original transformation groups

G = {elo ([ 0 ) =10}
o, =l ([ 4 ) = by |+ | 0 & veem)
do. =10l (| 1) |) = Loty |+ 1 ] veem)

parameter- -invariant transformation group

= o= e (30 ]) - [V ][ 6] veer]

same transformation group as in example 2

parameter invariant test

b(y) = | 1, y(2)*>n |
feon o MY = 0BTy PRECISE




Parameter-Invariant Test (in 2 directions)

* Most real-world scenarios are not binary

* Goal: ensure test maintains:
— upper bounds on false positive rate
— lower bounds on true positive rate

 Parameter invariant test in both directions
1) design a test with constant false positive rate (test 1)
2) design a test with constant true positive rate (test 2)
3) only accept hypothesis when both tests agree

test 1 accepts H, test 1 rejects H,
test 2 accepts H; low power
test 2 rejects H, accept H, bad model
R P
o nn
Bkng PRECISE
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Example 3 : 2-sided PAIN test

apply 2-sided parameter invariant test

PAIN test 1

1, y(2)?2>q
%@)_{O,y@Véni
PAIN test 2
1, y(1)2 <y
P2(y) = { 0, y(1)2 > 772

2-sided PAIN test

L ly2)>m A y(1)e <no
0
?

o(y) = ,y(2)<m A y(1)T >0

, else




PAIN Foundations : Summary

e C(lassical tests do not always bound performance
— likelihood ratio tests
— generalized likelihood ratio tests
— maximally invariant tests

* Parameter Invariant tests:
— constant false alarm rate
— optimal (when an optimal test exists)
— 2-sided test addresses errors in hypothesis design

 The following tutorial module addresses how to design a PAIN monitor
— a common transformation group
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