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1. The Vision and Roadmap

Wearable (in-vitro) as well as in-vivo Wireless Smart BioMEMS Sensors (Biosensors) are expected to revolutionize healthcare by allowing pervasive and continuous real-time monitoring of physiological quantities. Researchers, both in academia and industry, are investing in the vision where a network of BioMEMS sensors will provide the routine monitoring and drug delivery that now requires a trained nurse. Products such as SmartPill [1] and Wireless EKG [2] are first steps in that direction. According to a Nexus Task Force study, the market for BioMEMS will reach $18 billion in 2005. Examples of embedded networked biosensors include artificial retina [3], Aging Well [4], and ProLife [5].
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We must attain high confidence levels in biosensors based systems to be able to use them for medical applications. A high-confidence (or dependable) system is one whose system behavior is well understood and predictable [6]. To this end, we are developing Ayushman [7], a testbed that researchers can use to test the dependability of their health monitoring applications. Here, we discuss three important topics that must be addressed to achieve the vision of dependable and pervasive health monitoring. Figure 1 shows the roadmap that is likely to be followed to attain this vision.

2. Enabling Technologies for Future Medical Devices

Biosensor applications will evolve from homogeneous, single-task sensors to heterogeneous sensor networks performing multiple tasks simultaneously. It is essential that the impact of their operation and deployment are predictable and manageable. Thus it is important to model the impact of newly deployed biosensors on existing systems and networks. Important challenges in this context are:

1. Co-existence of sensor networks and other electronic devices: Heterogeneous sensors and devices from different manufacturers may be deployed in the same environment for different purposes; it is important for these sensors to interoperate and adapt to this dynamic environment. 

2. Interference-minimized sensor networks: Sensors may have magnetic, thermal, radioactive, or chemical effects on their embedded environments and neighboring sensors. We must minimize these effects to avoid deleterious side effects and interferences. 

3. Integrated simulation and modeling platform for networked biosensor research: Biosensor networks are complicated multidisciplinary projects involving many cutting-edge sciences and technologies. To design a robust and safe biosensor network that meets various regulations of FCC, FDA, IEEE, and other institutes, researchers may need in-depth knowledge in the fields of medicine, microelectronics, signal processing, electromagnetism, and computer science. Every part of the biosensor application influences the characteristics and performance of other parts of the system. Trade-offs between all the factors and requirements must be considered and measured. Coordination and integration among different parts are essential to achieving a successful design.

To meet these challenges, important research issues that must be addressed are:

1. Modeling interactions between the host environment, sensing targets, and distributed sensors. This includes studying relationships between different phases, times, and operating conditions. 

2. Interference minimized, environment friendly networks and protocols. New scheduling algorithms are necessary to minimize sensor interference without compromising network performance. New deployment strategies and topology control protocols are required to improve network connectivity and data reliability without increasing interference. E.g. [9] and [10] present clusterhead scheduling and routing technique to minimize thermal-effect of  biosensor networks.
3. Dependable integrated platform for networked biosensor research: As a complicated and synergetic research project, networked biosensors need an integrated platform to combine the system model, communication model, and medical treatment model to verify the performance and conformance of the whole system. A tool to automate the iterative design and analysis phases will help expedite the work and will provide less scope for human oversight. The tool will be able to interact and coordinate between add on plug-in modules, third party tools for simulations and number crunching, and biosensor application workflow specifications. 

3. Distributed Control and Sensing of Networked Medical Device Systems

Sensing and control of a distributed embedded network require dependable communications technologies. In this context the three most important challenges are:
1. Variable Reliability: It is imperative that medical data is delivered to their destination in times of emergency – that is, communication must be dependable. However, the required level of reliability is not constant and varies based on patient health and environmental state (Fig 2). Therefore, dependable communication has to ensure only that the required amount of reliability is provided.

2. Adaptive Resource Allocation: Under specific health conditions, a network control unit must also be able to adjust resources allocated among sensors in the network. However, in order to obtain high confidence in an embedded sensor’s output, we must ensure that the sensor has access to at least the minimum resources required for its correct operation. 

3. Context-Awareness:  To allocate resources and regulate functioning of the sensor network, context awareness is necessary. As patient health and habits change over time, the system should be able to measure context to provide high confidence services. A context engine should be multivariate, use sensed data and channel conditions to glean health information, and combine it with location and time contexts to obtain dependable decisions. 

In order to meet these challenges, the important research issues that need to be addressed are:

1. Mechanisms to provide variable reliability: Areas of interest include: low-overhead medium access control; modulation schemes; power control; directional antennas for better spatial gain; and source coding methods that exploit the nature and trend of medical data.

2. Flexible and adaptable context engine: What constitutes a critical health condition is usually a subjective decision and is based on a patient’s general health, genetics, physical activity, and even season. Automatically making such decisions from sensed data requires sophisticated and reliable algorithms that incorporate context. 

3. Wireless network controllers: Network conditions are in a constant flux, affected by interference, congestion, data rates and criticality; energy-efficient distributed/centralized adaptive resource allocation mechanisms must be developed to provide some level of QoS.

4. Embedded, Real-Time, Networked System Infrastructures for MDSS

A patient’s health data, by law (HIPAA), is considered her own and must be protected from unauthorized access. A high confidence MDSS, using an infrastructure of biosensors to collect patient health data, must be able to collect medical data securely in the presence of threats and coordinated malicious attacks. Hence, the infrastructure of biosensors must be able to provide a predictable response to attacks either by successfully thwarting them or going into a self-preservation state (erasing all confidential data). Some of the challenges in this domain are:

1. Maintaining patient health information privacy: As the automated health monitoring technologies mature and become pervasive, we see an increased need for preserving patient privacy in terms of not only preventing any unauthorized access to a patient’s medical data but also preventing the disclosure of the fact that her health is being monitored by these sensors.

2. Maintaining patient data security: Automated health monitoring makes it very easy and efficient to monitor a patient but also presents problems of data integrity and confidentiality management. The system should be designed such that no unathorized entity is able to modify health data either while being collected or after being stored.
3. Adaptive security: Security adds an overhead to the system. Providing a high level of security at all times may render the system unusable and providing no security is equally bad.  An intelligent system should therefore make security context aware and therefore adaptive to a patient’s needs.
In order to meet these challenges, the important research issues that need to be addressed are:

1. Developing efficient security primitives: As biosensors used for patient monitoring have very limited capabilities due to their small form factor, research needs to be done in developing lightweight data security (confidentiality, integrity) and authenticity maintenance primitives for inter-biosensor communication.

2. Developing efficient communication security protocols:  We envision that a biosensor network consisting of a large number of sensors will be used for monitoring. Secure communication protocols will be needed that will allow them to organize, communicate, and maintain the network.

3. Developing secure context awareness: Providing context aware security will improve the acceptance of a secure health monitoring system. One of the important research needs is not only to support context awareness but also to secure the collection of the context itself. 
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Figure 1: Dependable and pervasive health monitoring systems roadmap.





�           Figure 2: Environment and context regulate the level of reliability and security.
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