
CIS 700/002 : Special Topics : 
Security of Embedded Systems, 

Cyber-Physical Systems, and 
Internet-of-Things

Insup Lee and James Weimer 
CIS 700/002: Security of EMBS/CPS/IoT 

Department of Computer and Information Science 
School of Engineering and Applied Science 

University of Pennsylvania 
  

January 13, 2017 
 
 
 

1 



Course Info
•  Instructor: Insup Lee 
•  Co-Instructor: James Weimer 

•  Friday at 10:30am – 1:30pm, Town 321 
–  No Class: 3/10, 4/21, 4/28 

•  Course website: 
–  https://rtg.cis.upenn.edu/cis700-002 
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What can you expect?
•  Course that extends the CPS security reading group 

–  http://cis.upenn.edu/~sangdonp/cps-security-reading-group/ 
 
•  “More than a reading group” 

–  potential quizzes on readings (~ 3 papers a week) 
–  hands on demos and tutorials (~ 1 a week) 
–  assess the security of commercially available devices (final project) 

•  You will learn (and use) common security tools/techniques 
–  tools will be listed on course website 

•  A typical class (3 hours): 
–  20 minute intro / overview (led Insup / Jim) 
–  3 x 45 minutes student presentations (plus a 5 minutes break) 
–  20 minute discussion (led by Insup/Jim) 

•  Lunch! (maybe). 
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What do we assume?
•  No security experience / exposure. 

•  Prerequisites: 
–  CIS 541 or working knowledge of embedded software and hardware 

systems. 
 

•  Computer running Kali Linux with (multiple) USB ports 
–  https://www.kali.org/ 
–  industry standard 
–  All additional hardware will be provided / loaned 
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Some security terminology
–  Vulnerability: A flaw or weakness in a system’s design, implementation, operation, or 

management that could be exploited to violate the system’s confidentiality, integrity, or 
availability 

–  Threat: Any circumstance or event with the potential to exploit a vulnerability and 
adversely affect a system through unauthorized access, destruction, disclosure, or 
modification of data, denial-of-service, etc. 

–  Attack: An intentional assault on system security that derives from an intelligent 
threat. 

•  Active attacks attempt to alter system resources or affect their operation 
•  Passive attacks attempt to learn or make use of information from a system but does not affect 

that system. 

–  Adversary: An entity that attacks a system or is a threat to a system.  
•  synonyms: intruder, attacker, cyber attacker, cracker, hacker, etc. 

–  Countermeasure: An action, device, procedure, or technique that meets or opposes 
(i.e., counters) a threat, a vulnerability, or an attack by eliminating or preventing it, by 
minimizing the harm it can cause, or by discovering and reporting it so that corrective 
action can be taken. 



How big is the “security” problem
•  $350 Billion annually (2012) 

–  http://www.securitymagazine.com/articles/84623-security-industry-market-worth-350-
billion-study 

 
•  Common Vulnerabilities and Exposures 

–  https://cve.mitre.org/about/faqs.html 
–  e.g., Heartbleed, Shellshock, Stuxnet 

25-years of vulnerabilities, 1988-2012. Yves Younan. 



Why EMBS/CPS/IoT security?

to the owner to purchase more, or better yet connects to the
supermarket’s web site and purchases them itself. Such automa-
tion can be very convenient, but news items on smart light
bulbs leaking their owners’ Wi-Fi passwords25 and (probably

Figure 1.1 (Top left) Sensors are devices that gather information from their physical environment (examples shown:
ultrasound sensor used by robots to measure distance from obstacles; magnetometer used by smartphones to orientate;
and a network of wireless acoustic and seismic sensors used to monitor volcanic eruptions). (Top middle) Actuators are
devices that initiate a physical action, such as the servo motors of a robotic arm, or the valve actuators used to control
gas and oil pipelines. (Top right) Controllers are devices that monitor and adjust the operating conditions of dynamical
systems. (Bottom left) Embedded systems are small computers with dedicated functions that are hidden inside
microwave ovens, satellite navigation devices, coffee makers, parking meters, thermostats, and other devices and
appliances. (Bottom middle) Cyber-physical systems are systems where computation (often in embedded systems),
communications, and physical processes are closely related and depend on each other (examples shown: a modern train
control infrastructure, as well as the train itself; and an industrial control system for remotely monitoring and controlling
sensors and actuators in the field). (Bottom right) The Internet of Things is a computing paradigm where every physical
object is intelligent and networked.

25Wakefield, J. (2014). Smart LED light bulbs leak wi-fi passwords, BBC News, July 8, 2014.
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cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 



Impact on EMBS/CPS/IoT performance

•  Taxonomy of system impact 
– Unauthorized actuation 
–  Incorrect actuation 
– Delayed actuation 
– Prevented actuation 

• Unauthorized actuation. An unauthorized user initiates
actuation by breaching the integrity of a computer system
that controls an actuator. An example would be an adversary
unlocking a door in a smart building or changing the facing
of a surveillance camera.

• Incorrect actuation. The adversary does not initiate actu-
ation but aims to affect an actuator’s operation by breaching
the integrity or availability of the instructions sent to it, the
sensor data on which it relies, or its controller’s operation.
An example would be an attack that would consistently
lower the speed values reported by a car’s sensors, so as to
cause its cruise control system to keep accelerating.

• Delayed actuation. The adversary aims to delay actuation by
breaching the integrity or availability of the data and systems
involved. Suppression of warnings can also be included in
this category. An example would be a denial of service attack
that would delay measurements on dangerous pressures to
be reported to a gas pipeline’s safety valve controllers.

• Prevented actuation. The adversary aims to block actuation
altogether by breaching the integrity or availability of the
data and systems involved. Examples would be a sleep depri-
vation attack that exhausts the battery of a surveillance robot
or a medical implant until it can no longer function, or a
malware infection that suppresses the operation of a car
window by injecting a “close” command every time an
“open” command is received.

Figure 1.3 Cyber-physical attacks can be characterized by their impact in cyberspace and the corresponding
impact in physical space.
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cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 



EMBS/CPS/IoT security incidents

Since Stuxnet, reports on cyber-physical attacks have mul-
tiplied. A history of publicly reported incidents illustrates a
remarkable variety of motives and attack approaches in
cyberspace with a direct impact in physical space. Public
spending on security of critical national infrastructures
against security threats has also increased globally and
researchers have extended the breadth of potential targets by
staging attacks against implantable medical devices, private
cars, autonomous vehicles, building automation devices, and
other cyber-physical systems. Causing physical damage or
injury with a cyber attack is now seen as a reality, not merely
a possibility.

Figure 2.3 shows a timeline of the publicly reported incidents
that were discussed in this chapter. Notable incidents con-
firmed to have been the result of a cyber security breach,
whether real-world ones or research experiments, are
highlighted with a dark background.

Figure 2.3 Historical timeline of publicly reported cyber-physical security incidents. The upper half contains
notable real-world incidents and the lower half contains notable research experiments. Confirmed cyber-physical
attacks are highlighted with a dark background.
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– Siberian pipeline: June 1982: (controversial) 
•  *Allegedly* Soviets stole control software from a 

Canadian company.  
•  *Allegedly* US influenced Canadian company to alter 

code such that pipeline pressures would build up. 
•  explosion could be seen from space. 
 

cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 
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– Stuxnet: 2009:  
•  Attack on Iranian nuclear facility  
•  Used 4 undiscovered exploits targeting control 

cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 
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– US Drone captured: 2011:  
•  Iran captured predator drone that landed in the wrong 

area.  
•  GPS spoofing  
•  “System” worked perfectly 

–  sensor measurements where wrong 

cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 
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–  IoT DDoS : October 21, 2016 
•  thousands of devices overtaken using default 

passwords 
•  organized into botnet to flood DNS provider 
•  took down many major websites 

–  $17 Billion cost to economy (0.1% of GDP) 

cyber-physical attacks: a growing invisible threat: George Loukas, 2015. 



Summary

•  EMBS/CPS/IoT security is an emerging 
area with significant challenges. 

•  This course will provide exposure to tools 
and techniques for assessing and 
improving EMBS/CPS/IoT security 
– practice makes (almost) perfect 



Assignments
•  Reading 

–  Cyber-Physical Attacks: A Growing Invisible Threat. George Loukas, 
2015. 

•  Chapters 1, 2 (this week)  
•  Chapters 3, 4 (next week) 

•  Setup Kali Linux Box 

•  Presentations 
–  Implants: Radoslav Ivanov 
–  Vehicles: Bipeen Acharya 
–  Industrial Control Systems (IDS): Dagaen Golomb 
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