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Topics to be covered:

* Protection Mechanisms
« Secure Design Principles
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* Protection Mechanisms
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Protection Mechanisms

* Authentication

* Access Control

* Firewall

* Intrusion Detection

* Antimalware

* Application Whitelisting
* Flow Whitelisting

* Cryptography

* Integrity Verification

« Survivability
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Protection Mechanisms

 Authentication
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So what comes to your mind when you hear
Authentication???
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Challenge for selecting
appropriate Password
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Strong Password
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Easy to remember
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On the Semantic Patterns of Passwords
and their Security Impact

By Veras, R., Collins, C., and Thorpe, J.
(2014)

: Semantic
Semantic Natural Essence of
Patterns Language N —————
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On the Semantic Patterns of Passwords
and their Security Impact

Better than the state-of-the-art approach:
In experiments limited to 3 billion guesses

» Guessed 67% more passwords from the
LinkedIn leak

« 32% more passwords from the MySpace
leak
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Eavesdropping

- =
Hust A Hust B
13212251 1132.12.25.2 (0800.0800.1234)

?2772.2222.27?7 | 13212252

Broadcast
- >

|08CC.0800.1234 | 13212252 |
Jnicast

Hacker
< - (Sni'ting Dala)
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Protection Mechanisms

 Access Control
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Access Control

Access Control
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Access Control

* Prevents Eavesdropping

Hust A | Hust 8
_— w——’
132.12.25.1 132.12.25.2 {0800.0800.1234)
2772.2222.22?7| 13212252 >!§ £
Broadcast
- -
| 0BCC.0800.1234 | 13212252 | L
| H ac r
« e (Sni'fing Dala)
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Conventional Authentication Factor
Challenge-Response Protocol

challenge

F(key, challenge)

(key)
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Man-in-the-Middle Attack(MitMA)

M

Mlly

Bob

R
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob

Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob
Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob

Alice Mallory « [Bob's key] Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob
Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob
Alice Mallory « [Bob's key] Bob

Alice <« [Mallory's key] Mallory  Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob
Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob
Alice Mallory <« [Bob's key] Bob

Alice <« [Mallory's key] Mallory  Bob

Alice "Meet me at the bus stop!" [encr. Mallory's key] — Mallory Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob

Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob

Alice Mallory <« [Bob's key] Bob

Alice <« [Mallory's key] Mallory  Bob

Alice "Meet me at the bus stop!" [encr. Mallory's key] — Mallory Bob

Alice  Mallory "Meet me at the van down by the river!” [Bob's key] — Bob
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob

Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob

Alice Mallory <« [Bob's key] Bob

Alice <« [Mallory's key] Mallory  Bob

Alice "Meet me at the bus stop!" [encr. Mallory's key] — Mallory Bob
Alice  Mallory "Meet me at the van down by the river!” [Bob's key] — Bob

Bob thinks that this message is a secure communication from Alice
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Man-in-the-Middle Attack(MitMA)

Alice "Hi Bob, it's Alice. Give me your key." —  Mallory Bob

Alice  Mallory "Hi Bob, it's Alice. Give me your key." —  Bob

Alice Mallory <« [Bob's key] Bob

Alice <« [Mallory's key] Mallory  Bob

Alice "Meet me at the bus stop!" [encr. Mallory's key] — Mallory Bob
Alice  Mallory "Meet me at the van down by the river!” [Bob's key] — Bob
Bob thinks that this message is a secure communication from Alice

Bob goes to the van down by the river and gets robbed by Mallory
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Cyber—Physical Device Authentication
for the Smart Grid Electric Vehicle
Ecosystem

Aldar C.-F. Chan, Senior Member, IEEE, and
Jianying Zhou
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Cyber—Physical Device Authentication
for the Smart Grid Electric Vehicle
Ecosystem

Novel
Contextual
factor on

physical
connectivity

Updated
Challenge-

Response
Protocol

Conventional
Authentication
Factor
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Novel Contextual factor on

physical connectivity

« Latency examination
— Ex: long cryptographic hash function
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e Firewall
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Firewall

Unauthorized Traffic
is Rejected

Internet

<
Inbound Traffic
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Firewall

Barriers between the internal network &
any other network, such as the Internet.

Unauthorized Traffic
is Rejected

Authorized
Traffic
Passes

e
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Firewall

* Upon receiving a network packet, the
firewall analyzes its characteristics:

— Source address,

— Destination address,

— port number,

— network status,

— actual data delivered, etc
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Firewall

« After analysis it determines:
— whether to let it go through,
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Firewall

« After analysis it determines:
— whether to let it go through,
—drop It,
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Firewall

« After analysis it determines:
— whether to let it go through,
—drop It,

—delay it, or
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Firewall

« After analysis it determines:
— whether to let it go through,
—drop It,

—delay it, or
— redirect it for further inspection

28 Penn
z‘, Engm eering

PRECISE



Firewall

Different types of firewalls:

« Simplest and most lightweight form
— take decisions based on static rules
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Firewall

Different types of firewalls:

o Stateful firewalls
— keep a history of the packets inspected
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Firewall

Different types of firewalls:

* Proxy firewalls
— protect users in the internal network

S, PRECISE



Firewall

Different types of firewalls:

* Deep packet inspection firewalls

— take the packets apart, analyze the data they
carry, and look for particular content
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Firewall Cons

Its effectiveness is only as good as its
configuration.
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Trends In Firewall Config. Errors
Measuring the Holes in Swiss Cheese

Avishai Wo0I(2010)
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Protection Mechanisms

* Intrusion Detection
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Intrusion Detection
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Intrusion Detection

* Monitors a network or systems for
malicious activity or policy violations.

« Uses alarm filtering techniques to
distinguish malicious activity from false
alarms.

— EX: antivirus software
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Intrusion Detection Mechanisms

 Knowledge-based:
— referred to as pattern-based,
— signature-based, or
— misuse detection
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Knowledge-based Intuition
detection

Local
Cache of
recent

Cyberoam
Actions:

e Accept
e Change
Recipient
Prefix
Subje

|

Y

Cyberoam
Actions:
* Reject
e Drop

Y

Spammer -

\J

\J

\J

Massive Spam
Outbreak
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Training approach(Honeypot)

Scanning Attack

Firewall DMZ to HoneyPOT i
Internet

Scan Attack Logged

—
U—E‘

fetar Servkees R outer Fetar Services HoneyPOT

Fetar Services Firewall

Internal Network

Lol
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Intrusion Detection Mechanisms

* Behavior-based:
— referred to as anomaly-based detection
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Behavior-based Intuition
detection

Quick Heal Total Security 2014

Virus database 17 December 2013

AvVAdliCecld periaviol

~ Based Malware
Detection System

Files
& Folders
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Behavior-based Intuition

detection
» Better at detecting attacks that have not
been previously observed.
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Behavior-based Intuition
detection

* They work by first defining what behavior
should be considered as ordinary for a
particular system and by then looking for
evidence of behavior that is out of the
ordinary.
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Intrusion Detection Mechanisms

* Knowledge-based

 Behavior-based
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Malware

Software used to disrupt computer or mobile
operations, gather sensitive information,
gain access to private computer systems, or
display unwanted advertising

Penn PRECISE
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Trojans

Any malicious computer program which is used to hack into a computer by

Penn
Engincering

\

misleading users of its true intent

avast! Warming (7 ) X

A Trojan Horse Was Found!

Theate i no 1eason to wony, though, avast! has stopped the
makusate before # could enter your computer When you chick on the
"Aboet connachion’' bution, the download of the dangerous e wal
be canceled.

Fie name: hitp:/ s 3 plala o p/setizb/dosnioad/beta/setfsbill 15a3_P5W/
Mawears name:.  Wn32Kdwn-F [Tn]

Mawars lype Ticgan Horze

VPS varsion: 0634.0, 21/08/2006

Frocessng

[ Aboet corneciion ]

http://vemw.avast.com Flln our virus report to help us

.

:
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Worms

Program that replicates itself in order to spread to other computers.

Worm:Win32 Conficker

Computers within a network that have
weak passwords and without latest
security update/anti-virus softwares are
\ infected with the worm.

/Computers that have unsecured/open

shared folders without latest security
update/anti-virus softwares are infected
with the worm.

Computer without a strong password,
secured shared folder, latest security
update or anti-virus software is infected
with the worm.

Computer with stront]; password,
secured shared folder, Tatest security
update and anti-virus software is
protected from the worm.
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Conficker Worm
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Backdoors

Software by the programmer who created the original program and is often
only known to that person

Penn.
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Exploits

Software, data, or commands to “exploit” a weakness in a computer system or
program to carry out some form of malicious intent, such as a denial-of-service
attack, Trojan horses, worms or viruses

. doubleclick g
A — oD — @-{_m;
—

Uservisits Usergetsadson Adredirectsuser l

YouTube YouTube to malware

Infecteduser



Adware

A program that may be unwanted, despite the possibility that users consented

to download it

Microsoft Internet Explorer

'\ Are you sure you want ko navigate away from this page?

WAIT! Before you leave, CLICK CANCEL for a
chance to win $50,000!

CLICK CANCEL BELOW

Press OK to continue, or Cancel to stay on the current page.

QK Cancel

Lol
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PUP (Potentially Unwanted
Programs)

A program that may be unwanted, despite the possibility that users consented
to download it.

avast! File System Shield has blocked a threat.
Mo further action is required.

X

POTENTIALLY UNWANTED PROGRAM BLOCKED }I
:
4

Object:  C:\Documents and Settings\Neil J. Rubenking\Desktop'2. . \spy-lantern.exe
Infection: Win32:KeyLogger-QS [Tool]

Action:  Moved to chest

Process: C:WMNDOWS'Explorer EXE

The threat was detected and blocked just before the file was executed.

(® Add the file to the scan exclusion list

© Report the file as a false positive
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Social Engineering

An attack vector that relies heavily on
human interaction and often involves tricking
people into breaking normal security
procedures.
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Popular Social Engineering

* Phishing
e Scareware
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Phishing(Fishing + Phreaking)

When a malicious party sends a fraudulent
email disguised as a legitimate email, often
purporting to be from a trusted source.
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Scareware

Tricking the victim into thinking his computer
IS infected with malware and trick to buy him
software such as fake antivirus protection.

Warning - X

& Virus alert!

e Penn
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Protection Mechanisms

 Antimalware
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Antimalware
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Antimalware

A program of awareness for malware and
social engineering, using similar concept as
knowledge-based intrusion detection
systems.
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Guide to Malware Incident
Prevention and Handling for
Desktops and Laptops

By Murugiah Souppaya, Karen Scarfone

Penn PRECISE
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Guide to Malware Incident
Prevention and Handling for
Desktops and Laptops

« Malware Incident Prevention
 Malware Incident Response
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Malware Incident Prevention

 Antivirus Software
 Firewalls
« Sandboxing
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« Sandboxing

— It is often used to execute untested or
untrusted programs or code, possibly from
unverified or untrusted third parties, suppliers,
users or websites, without risking harm to the
host machine

85408
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« Sandboxing

Without App Sandbox

All
user data

Unrestricted
access

All
system resources

Penn
Engineering

With App Sandbox

Other
user data

No access

Other
system resources

e YOUT SANADOX ey

Unrestricted
access

74




Malware Incident Response

» Building and Maintaining Malware-Related
Skills

 Facilitating Communication and
Coordination
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Detecting Malicious Software
Execution in Programmable
Logic Controllers Using Power
Fingerprinting

By Carlos Aguayo, Alan Hinton

Penn :
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Using power consumption patterns
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Power Consumption Patterns

Setup:
(~ Target Board "\
b ( statistical |
e Analysis /
PFP
Feature
\Extractlon y
Processor
\. / Detector Dashboard
Trusted
references

R
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Power Consumption Patterns

it) Clock cycle Lo e Power trace
s : —— Reference

>

T !
Malicious intrusions cause power

patterns to deviate from references

R

&, Penn.
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Protection Mechanisms

* Application Whitelisting
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Application Whitelisting

Is the practice of specifying an index of

approved software applications that are

permitted to be present and active on a
computer system.

Only registered
applications are

allowed to run

w Application X ~ © Application A

w Application Y - Application B
; o N

' Malware e . \ Application -

g
e Penn. »
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Protection Mechanisms

* Flow Whitelisting
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Flow Whitelisting
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Flow Whitelisting(Main Factor)




Penn
Engincering

Flow Whitelisting in Internet

attempt

Whitelist
SEEES
Is It In trusted

Launch software 4 P i
(») = B
SEIES
==
'I
‘ oy ‘ ——

oC

(=)
by
| —
) Ss=
=
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Flow Whitelisting in CPS
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Flow Whitelisting
(Learning phase)

Inventoried object

Iruswd\ -
ure? 4
re

quest
LI
a4
< Clob
A
quest .
reply

Engineering 87
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Flow Whitelisting
(Learning phase)

Learning phase the network had not been under attack
and
all legitimate flows had been observed.

Engineering *



Protection Mechanisms

* Cryptography
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plaintext

Cryptography

encryption

ciphertext
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Cryptography

« Symmetric Ciphers
* Asymmetric Ciphers
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Symmetric Ciphers

\ Plaintext Ciphertext | Plaintext
. > >

Sender Encrypt Decrypt Recipient

o /

Same key is used to encrypt
and decrypt message

/
N\
4}

Shared Secret Key

Lol
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Drawback of Symmetric Ciphers

Secret key needs to be shared in a manner that
cannot be intercepted by an adversary



PSKA: usable and secure key
agreement scheme for body area
networks.

By Venkatasubramanian, K. K., Banerjee,
A., and Gupta, S. K. S. (2010)
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A body’s physiological state changes
constantly and is quite unique at a given time

85408
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Physiological-Signal-Based Key

Penn
Engincering

Vault Locking

Agreement

Sender
p(x)

pt,")
i 1
:“f‘n' H -
1¢2 n
- s s
®. 0 cfd
e_o
® %% o
o
e. 0
0% o
.o.o °
o

time

Vault unlocking

PRECISE
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Asymmetric Ciphers

)

Plaintext Ciphertext Plaintext
> > >

Sender Encrypt Decrypt

T T

Different keys are used to
encrypt and decrypt message

=9 -

Recipient’s Recipient’s
Public Private
Key Key

Lol
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Drawback in Asymmetric
Ciphers

For large blocks of data:

* More complicated than symmetric ones,
» Slower and

* Less practical
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Symmetric cipher to encrypt the message
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Asymmetric one to encrypt the secret key
before sharing it with the intended recipient
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Applications of

Asymmetric Ciphers
Digital Signature:

—
\

. & o
N Message, N
~ Digital Signature
S Message and Senders X.509 Message :
& > >

Sender Create Signature Verify Signature Recipient

A A

Different keys are used to create
and verify Digital Signature

<1zf> <7?:)

Sender’s Sender’s
Private Public
Key Key
e Penn

Y Engmeermg 101
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Applications of

Asymmetric Ciphers
» Digital Certificate:

§ Submitted To N
N > R
Certificate Signing Certificate
Request (CSR) Authority (CA)
A

& () & Issues

Public Subject

Key Pair Key Identifier
Y
{ Created _
. Protected - ) reBa\ye Q To Client
' 4———— private ——> = <
t Key
Private Client X.509 Certificate
Key Store - { )
Public
Key
P Penn.

Y Engmeermg 102
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Protection Mechanisms

* Integrity Verification

85408
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Integrity Verification

Is to compare it against a baseline file that

is trusted to be correct, starting from their

hashes and their sizes and continuing with
more advanced tests on contents and

operation.
m-*!'ilﬂ— m_d;JHlmll d‘,-ﬂ{H(m]) i
€ ml R
Alice sends email Bob receives e-mail
message m messcge m

85408
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Integrity Verification(Attestation)

Process of detecting unauthorized changes
on a platform (a computer, embedded
system, etc.)

— Trusted Platform Module

— Software-based(challenge-response
mechanism)

Fybenn PRECISE



Trusted Platform Module

Dedicated tamper-resistant microprocessor




QH
S
=

&

Software-based
(challenge-response mechanism)

challenge

F(key, challenge)

(key)
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« Hardware-based attestation is reliable
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o Software based attestation can be used in
resource constrained embedded systems
such as smart meters.
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Zero-day exploits

Somewhere on earth
another person
discovers
this vulnerability nobody
knew about and informs
the vendor in private

l

Public is unaware of risk

Somewhere on earth
a person discovers
a vulnerability nobody
knew about

'

Vendor releases

Somewhere

security patches to the
public

l

You are vulnerable!

—_—

As time goes by...

Penn
Engincering
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You install patches
(right?)
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Zero-day exploits(Risk Factor)

RISK TO ORGANIZATION

Less than 0 0 Day Patch Patch
exploit and exploit available widely
vulnerability in wild deployed

TIME

Penn
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Protection Mechanisms

« Survivability
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Survivability

Ability of a system to operate correctly and

with minimal performance degradation even

If malicious actors have compromised parts
of it

“N

DY

1 \
|

Performanc

i Func‘rion'plijy

r1 E
» e vivability
Confidentiality,
Integrity, Availability
& Fenn. 13 PRECISE
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Survivability

Redundancy:
— Simple redundancy
— Diversity
— Hot Standby
— Replication
8 Penn

¥ Engineering
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Topics to be covered:

« Secure Design Principles
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Secure Design Principles

Based on the idea of simplicity and
restriction

Fohenn, PRECISE



Simplicity

* Less to go wrong
* Fewer possible inconsistencies
« Easy to understand

28 Penn
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Restriction

* Minimize access power
 |Inhibit communication

28 Penn
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Secure Design Principles

« Economy of Mechanism

2 Penn
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Economy of Mechanism

« Keep the design and implementation as
simple as possible

— Keep It Simple, Silly! Principle

FoPern PRECISE



Economy of Mechanism

* Simpler means less can go wrong

— And when errors occur, they are easier to
understand and fix

Penn
Engincering
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Secure Design Principles

* Defense-in-Depth

2 Penn
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Defense-in-Depth

Multiple levels of protection

Control DMZ Corporate

network Network -

= ™==g | ' =

== ~ ElE 17} Web and

RTU/PLCs S—
[’ Firewall
(]
L)

/X_ﬁ Data Historian Corporate PCs email servers
PRECISE

Intrusion
Y detection

Penn
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Engineering

Defense-in-Depth

Defense in Depth Layers

Application )

Host )

Internal Netwom)

124
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Secure Design Principles

* Least-Privilege

2 Penn
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Least-Privilege

* A subject should be given only those privileges
necessary to complete its task

— Function, not identity, controls
 Role Bases Access Control!

— Rights added as needed, discarded after use
 Active sessions and dynamic separation of duty

— Minimal protection domain
* A subject should not have a right if the task does not need it

&'t PRECISE



Secure Design Principles

« Separation of Privilege

28 Penn
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Separation of Privilege

* Require multiple conditions to grant
privilege
— Example: Checks of $70000 must be signed
by two people

Penn PRECISE
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Secure Design Principles

 Minimization of Attack Surface

2 Penn
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Minimization of Attack Surface

AGAS" eg:te No ASR Balance ASR
ttac | [ | : Network controls
Surface Human Attack Surface block attack tools
\ 1 and techniques
Network Attack Surface ﬁ
System Attack Surface -
l System
e authentication/
§ .y . : authorization
System Contained
methods and reduced
| Owned System Targets process and data
i resource exposure
Penn PRECISE
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Minimization of Attack Surface

Minimization of the attack surface is in direct
contrast to the increasing functionality of
modern cyber-physical systems

b f) s
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Secure Design Principles

e |solation
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Isolation

Isolate subsystems from each other, a user’s
processes, and data from other users’, and
critical resources from external or public
access.

» flanjo | ISOLATION PLATFORM

[~ e Q
Ry
°

@ Engineering 133
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Secure Design Principles

* Open Design
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Open Design

* Security should not depend on secrecy of
design or implementation

— **Popularly misunderstood to mean that
source code should be public

— **Does not apply to information such as
passwords or cryptographic keys

Penn PRECISE
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Secure Design Principles

* Psychological Acceptability

85408
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Psychological Acceptability

« Security mechanisms should not add to
difficulty of accessing resource

— Hide complexity introduced by security
mechanisms

— Ease of installation, configuration, use
— Human factors critical here

Penn £
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