
Model Driven Development for Component-based Integration 

of High-Confidence Medical Software
Torben Amtoft
, Anindya Banerjee1, Matthew Dwyer
, John Hatcliff1, Robby1, Virgil Wallentine1
Technological advances continue to enable increasingly sophisticated medical devices that provide greater automation of surgical, monitoring, and dosing procedures, and improved data collection capabilities that can be leveraged in medical diagnosis and treatment.  Despite these advances in individual device technology, progress in the overall dispensation of medical care continues to be hampered by the inability to flexibly integrate devices.  Lack of device integration precludes a variety of synergistic effects including, e.g., using information gathered in one device in another device in real-time, devices being applied in concert and manipulated in a single control framework, etc.  In addition, current devices are often designed and deployed as monolithic black boxes limited to a particular set of pre-defined functionalities.  However, operating rooms and other diagnostic and treatment platforms increasingly require flexible and rapid (re)configuration of diagnostic, recording, and treatment devices to tailor the platforms to particular needs and goals of specific medical procedures.  In short, there is a need to develop medical devices as finer-grained subcomponents with open interfaces that can composed in flexible ways to achieve a broad range of functionalities, and a need for devices to be network-centric so that they can interoperate following a “plug-and-play” paradigm.
Many domains have faced similar challenges of moving from monolithic systems to network-centric heterogeneous “systems of systems” in which devices developed by different manufacturers using   different programming languages and deployed on different operating systems must interoperate while conforming to real-time and quality-of-service (QoS) constraints.  A key enabler in recent successes with distributed real-time embedded systems has been component middleware which provides platform-independent execution semantics and reusable services that coordinate how application components are composed and interoperate.  In addition, meta-modeling environments (MMEs) and architectural definition languages (ADLs) have enabled software product managers to hide the complexities of dealing with lower-level implementation details by defining structural abstractions of components, interfaces, connectors, and system assemblies that can be visualized and analyzed, and that can drive automatic generation of a variety of forms of infrastructure code.

Our position is that model-driven development of systems using component technology and middleware frameworks can provide an effective basis for construction of network-centric interoperating families of medical devices.  The ability to more clearly define, implement, and deploy components in the context of infrastructure designed for supporting distributed real-time embedded systems will allow device manufactures to more effectively achieve pervasive integration of data collection and records, integration of heterogeneous devices and platforms, plug-and-play functionality with rapid re-configurability, and reuse of components across families of similar devices. 
Challenges
A vision of reconfigurable component-based plug-and-play devices communicating via middleware poses a number of technical, development, and policy challenges:

· High-confidence safety-critical middleware infrastructure suitable for supporting the deployment of medical devices must be implemented, validated, and commercially supported, 
· Existing medical device software certification/approval processes must be significantly revamped to enable separate and reusable certification of (a) infrastructure code (e.g., middleware and component frameworks)  and (b) non-stand-alone device components that could be plugged together in perhaps unanticipated configurations to form an “approved system”, 
· Standards for device interfacing and communication (with similar goals as the DICOM medical imaging standard) much be developed and supported by device manufacturers, and 
· To support the envisioned pervasive integration of networked medical devices with patient data gathering capabilities (e.g., capabilities similar to a “flight data recorder”), security frameworks and policies must be designed and implemented to ensure that only trusted parties gain access high-security data.
Information Technology Research Needs
To meet the challenges outlined above, the following technical research advances must be achieved.
· Safety-critical middleware implementations must be provided along with validation artifacts that will enable the middleware to be reused in multiple system implementation contexts without the need to re-certify/approve the middleware.  These middleware implementations must be coded in a style that is amenable to certification, but yet provide real-time and quality of service mechanisms necessary for achieving requirements of distributed, networked, embedded medical device software.
· Compositional specification and validation techniques such as extended type systems, Hoare-logic style specifications, and proof-carrying code need to be adapted for the medical device domain to support separate verification and validation of software components and to provide a rigorous mechanism for ensuring that systems built by composing previously validated components fulfill certification/approval requirements.
· Modeling frameworks need to be developed to support effective requirements gathering, architectural planning, component development, system assembly, and system deployment for medical device software.
· Existing security certification standards such as the Common Criteria and Multiple Independent Levels of Security/Safety (MILS) need to be used in the context of approving network-centric devices that are integrated with patient medical records.
Roadmap 

A fundamental barrier to achieving the technical advances described above is that the current FDA device software approval process does not have clearly established procedures for giving separate approval for components, subsystems, and infrastructure.  Thus, we believe that a crucial element in a roadmap to achieving the advances above would be to (a) construct example systems using the technologies above, (b) work with FDA engineers in a mock certification/approval effort to arrive at a convincing process and set of artifacts that provide evidence that systems with these new component-based architectures can be effectively assured, and (c) based these experiences produce guidelines and documentation that would enable device manufactures to confidently develop component-based plug-and-play systems.  Existing programs such as TATRC’s Operating Room of the Future have already made advances in these areas, and those efforts should be leveraged in roadmap activities.  The following list gives specific activities that should be considered in a roadmap for realizing the vision described above.
· Development of high-assurance middleware, leveraging efforts to develop similar infrastructure in the avionics domain.
· Development of example medical software that use advanced type systems and formal specifications at component boundaries to enable separate approval certification and to provide compatibility constraints for composing components.

· Development of model-driven development environments that include code generators that can be certified themselves to reduce the burden of approval of component-based systems that include large amounts of auto-generated code.

· Formation of industry/government consortia to arrive at common architectures and interface standards for plug-and-play device environments based on component middleware.

· Exploration of certifying security concerns according to the Common Criteria and Multiple Independent Levels of Security/Safety architecture.
The position paper addresses the following topic areas from the HCMDSS Call for Position Papers: Enabling Technologies for Future Medical Devices, Foundations for Integration of Medical Device Systems Models, Distributed Control & Sensing of Networked Medical Devices Systems, Embedded, Real-Time, Networked System Infrastructure for MDSS, High-Confidence Medical Device Software Development & Assurance.  If the workshop schedule permits, the authors would appreciate the opportunity to give a presentation outlining the context, challenges, and proposed roadmap above. 
Biographical Statement  

Dr. Torben Amtoft is an Assistant Professor in the Department of Computing and Information Sciences (CIS) at Kansas State University (KSU) working in the areas of program analysis and security, Dr. Anindya Banerjee is an Associate Professor in the KSU CIS Department working in the areas of type systems and security, Dr. Matthew Dwyer is the Henson Professor of Engineering in the Computer Science and Engineering Department at the University of Nebraska, Lincoln, working in the areas of program analysis and software engineering, Dr. John Hatcliff is a Professor in the KSU CIS Department working in the areas of model-driven development, program analysis, and software engineering, Dr. Robby is an Assistant Professor in the KSU CIS Department working in the areas of model checking and domain specific language verification, and Dr. Virgil Wallentine is a Professor and Head of the KSU CIS Department working in the areas of parallel and distributed computing.












�{tamtoft, banerjee, hatcliff, robby, � HYPERLINK "mailto:virg}@cis.ksu.edu" ��virg}@cis.ksu.edu�, Department of Computing and Information Sciences, Kansas State University. Manhattan, KS, 66506.


� � HYPERLINK "mailto:dwyer@cse.unl.edu" ��dwyer@cse.unl.edu�, Department of Computer Science and Engineering, University of Nebraska, Lincoln, NE 68566





[image: image2.jpg]e e




[image: image1.jpg]e e





[image: image1.jpg][image: image2.jpg]