Use of Formal Methods (FM) in developing medical device software 
Position:  Reduce the costs of developing and testing safety-critical medical device software through the increased use of analytical techniques employing Formal Methods (FM.) It is important to note that laboratory and human clinical trial testing will always be required to completely demonstrate efficacy and safety of medical devices for their intended uses. This paper recommends that wherever economically feasible, analytical methods should be used instead of clinical methods, particularly during the early prototyping phases of development.  For the purposes of this paper, medical devices are those that support or sustain human life, are of substantial importance in preventing impairment of human health, or present a potential unreasonable risk of illness or injury to the patient.

For the purposes of this paper, a Formal Specification is a computer-executable file that, 1) embodies the efficacy requirements of the medical device software, 2) demonstrates that safety requirements are met and, 3) can be automatically translated and built into software programs that retain the same efficacy and safety requirements and run on a target processor for that device.   

What are three most important challenges?

1) Demonstrating that FM can be cost-effectively used for medical device software development in the sense described in paragraph 2 above. 

2) Obtaining FDA approval of the use of FM artifacts and processes with regard to the Code of Federal Regulations (CFR), Title 21, Sec. 820.30 Design controls, and related regulation.
3) Clearly communicating to medical device manufacturers the cost-effective use of FM in medical device software development. 

2. What are three most important information technology research needs?

1) Co-develop with a commercial software tool manufacturer an easy-to-use toolset for creating and maintaining medical device software Formal Specifications.  Collaborate sufficiently with the Food and Drug Administration (FDA) to ensure that said toolset and companion processes meet the intent of Code of Federal Regulations (CFR), Title 21, Sec. 820.30 Design controls, and related regulation.

Help medical device manufacturers employ FM techniques and integrate their designs with designs of other medical devices. Provide FM libraries for generic components such as sensors, switches, valves, pumps, actuators, and other I/O components.
2) Identify requirements that programming languages (c, c++, java, etc.) must meet so that source code files that are auto-coded from formal specifications retain the efficacy and safety requirements met by the formal specification.

Identify requirements that target processors and operating system software must meet so that executable programs built from software code files meeting efficacy and safety requirements retain those same requirements while running on the target processor.

3) Assess the current marketplace of programming languages, operating systems and tools (compilers, linkers, and such,) and processors with regard to the above requirements.

3. What is a possible roadmap for the next 5 to10 years?
Year 1: Work with the FDA to determine the feasibility of using FM artifacts in Medical Device software dev.

Year 2: Develop the above-mentioned toolset and libraries of FM components.

Year 3: Use the toolset and libraries on a real project.

Year 4 and onward:  Review lessons learned to improve the process.

