The GPCA Model ver. 0.9

FOR RESEARCH PURPOSES ONLY

The Generic Patient Controlled Analgesia Pump Hazard Analysis
1. System Domain
The system domain for the generic patient controlled analgesia (GPCA) pump is defined to include the following:
1. Infusion pump

2. Drug infusion set (bag / cassette / vial)

3. Network

4. Patient

5. Environment (clinical setting, temperature, humidity, etc.) 

6. User / Medic

2. Pump Components

1. Infusion Module (Pump module)

a. Delivery mechanism

b. Bolus mechanism

c. Pump Sensors 
d. Pump log

2. User-Interface Module 

a. Programming unit

b. Keypad

c. Pump console, audio unit

d. On-board Memory

3. Error Handling Module

a. Alarm Handler

b. Power On Self Test (POST)

c. Watchdog timer

d. (Periodic) system checks

4. Power Module 

a. Power supply

b. A to D converter

c. Battery

d. Real Time Clock (RTC)

5. Dose Error Reduction Module

a. Drug Library

6. Communication Module (typically for PCUs or large volume external pumps)

a. Network controller 

b. Channel communication

c. System (processor) bus

3. Hazards
Hazardous or potentially harmful situations for the GPCA pump can be classified under the following categories
1. Operational Hazards

2. Environmental Hazards

3. Electrical Hazards

4. Hardware Hazards

5. Software Hazards

6. Mechanical Hazards (Physical Hazards)
7. Biological and Chemical Hazards

8. Use Hazards
A detailed hazard analysis is described in Section 4. Not all of these hazards are addressed by the (base) GPCA model. However, the model can be easily extended to incorporate additional functionality to address these hazards.
4. Hazard Analysis

1. Operational Hazards

	HID
	Hazard
	Pump Type
	Cause


	Action
	Mitigated by
	Safety Requirement

	1.1
	Overinfusion
	All
	Programmed flow rate too high
	Alarm(); Log()
	Drug library
	1.1, 1.4.4, 1.4.11

	1.2
	Overinfusion
	All
	Dose limit exceeded due to too many bolus requests
	Alarm(); Log()
	Flow sensor
	1.4, 3.4.6

	1.3
	Overinfusion
	All
	(Programmed) Bolus volume/concentration too high
	Alarm(); Log()
	Drug library
	1.4, 3.4.6

	1.4
	Overinfusion/ Underinfusion
	All
	Incorrect drug concentration specified
	Alarm(); Log()
	Barcode scanner
	1.1, 6.1.3, 6.1.4

	1.5
	Underinfusion
	All
	Programmed flow rate too low
	Alarm(); Log()
	Drug library
	1.1, 6.1.3, 6.1.4

	1.6
	Underinfusion
	FRN
	Air in line
	Alarm(); Log()
	Flow sensor
	1.9

	1.7
	Underinfusion
	FRN
	Occlusion (supply side and patient side)
	Alarm(); Log()
	Flow sensor
	1.10

	1.8
	Underinfusion
	FRN
	Reservoir empty
	Alarm(); Log()
	Flow sensor; Drug library
	1.5

	1.9
	Underinfusion
	FRN
	Reservoir low
	Alert(); Log()
	Flow sensor; Drug library
	1.5

	1.10
	Underinfusion
	All
	Flow rate does not match programmed rate
	Alarm(); Log()
	Flow sensor
	1.2, 6.1.3, 6.1.4

	 1.11
	Deflation issue
	FRN
	Inability of device and/or device components to release gas or air
	Alert(); Log()
	
	

	1.12
	Filling problem
	All
	Inability to Auto fill
	Alert(); Log()
	
	

	1.13
	Improper flow
	FRN
	Free flow of drug
	Alarm(); Log()
	Flow sensor
	1.2.2

	1.14
	Improper flow
	FRN
	Bleed back;

Reflux within device
	Alarm(); Log()
	Flow sensor
	1.8

	1.15
	Improper flow
	FRN
	Fluctuation of Tidal Volume
	Alarm(); Log()
	
	

	1.16
	Improper flow
	All
	Inaccurate flow rate;
Infusion intermittent
	Alarm(); Log()
	Flow sensor
	1.2

	1.17
	Inflation issue
	FRN
	Inability of device and/or device components to expand or enlarge with gas or air
	Alert(); Log()
	
	

	 1.18
	Low Pressure
	All
	Decrease in Pressure;
No Pressure
	Alarm(); Log()
	
	1.10.3, 1.10.4, 1.10.5

	1.19
	High Pressure
	All
	Increase in Pressure
	Alarm(); Log()
	
	1.10.3, 1.10.4, 1.10.5

	1.20
	Low Pump speed
	All
	Decreased pump speed; 

Pumping stopped
	Alarm(); Log()
	Flow sensor
	1.1.5, 1.1.8, 1.2.3

	1.21
	High Pump speed
	All
	Increased pump speed
	Alarm(); Log()
	Flow sensor
	1.2.3

	1.22
	Failure to alarm
	All
	Defective alarm unit;

Delayed alarm detection 
	Log()
	
	

	1.23
	False alarm
	All
	
	Log()
	
	

	1.24
	Failure to prime
	FRN
	Air in line
	Alert(); Log()
	Flow sensor
	1.9

	1.25
	Incorrect therapy
	FRN
	Prescription/dosage values fall out of default value range
	Alert(); Log()
	Drug library; Barcode scanner
	5.1

	1.26
	False alarm
	FRN
	Inappropriate prompts
	Log()
	
	

	1.27
	Air bubble introduced in blood stream 
	All
	Air in line
	Alarm(); Log()
	Flow sensor
	1.9


2. Environmental Hazards

	HID
	Hazard
	Pump Type
	Cause


	Action
	Mitigated by
	Safety Requirement

	2.1
	Failure to operate/ Pump malfunction
	All
	Temperature /Humidity/ Air pressure too high or too low
	
	
	7.1

	2.2
	Contamination
	FRN
	Contamination due to spillage / exposure to toxins
	
	
	

	2.3
	Incorrect therapy
	FRN
	Patient is underweight;

Patient is overweight;

Patient has medical condition that disallows use of specific pump
	Alert(); Log()
	Barcode scanner
	5.1.1

	2.4
	Failure to attend alarm
	All
	Background noise (may cause alarms not being heard by medic)
	
	
	3.2.3

	2.5
	Failure to attend alarm
	FRN
	Patient muffles alarm (ambulatory/portable pump)
	
	
	3.2.3

	2.6
	Failure to attend alarm
	FRN
	Inaudible or no voice prompts
	
	
	3.2.3

	2.7
	Tampering
	FRN
	Patient tampers with pump settings without authorization
	
	
	2.1

	2.8
	Tampering
	FRN
	Panel lock broken or opened during infusion
	Alert(); Stop()
	
	2.1, 3.3

	2.9
	Tampering
	FRN
	Panel/door opened during infusion;

Infusion started when door open
	Alert(); Log()
	
	2.1, 3.3

	2.10 
	Interference
	All
	Electrical interference from cell phones, ESD etc.
	
	
	6.1

	2.11
	Interference
	FRN
	Inadequate shielding provided
	
	
	6.1

	2.12
	Overheating
	FRN
	Fire
	
	
	7.1.2

	2.13
	Contamination
	FRN
	Battery leak
	
	
	


3. Electrical Hazards

	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	3.1
	Overheating
	FRN
	Incorrect or loose interconnections between devices – channel error;
	Alarm(); Log()
	
	7.1.2

	3.2
	Overheating
	FRN
	Supply processor charge too high;

Insufficient cooling/faulty heat sink;

Unintended magnet quench
	Alarm(); Log()
	
	7.1.2, 7.3

	3.3
	Charge Error
	All
	Battery could not be charged
	Alarm(); Log()
	
	4.1.8

	3.4
	Supply Voltage Error
	FRN
	Supply voltage too high;

Supply voltage too low;

Battery voltage exceeds limits
	
	
	7.3

	3.5
	Battery Failure
	FRN
	Battery voltage too low; 

Battery depleted
	Alarm(); Log()
	
	4.1

	3.6
	A-to-D conversion Failure
	All
	A-to-D conversion failed
	
	
	

	3.7
	Electric shock
	FRN
	Leakage Current too high (pump could be source of electric shock)
	
	
	4.2.1

	3.8
	Electric shock
	FRN
	Electrical power failure;

Power surge
	
	
	4.1.9

	3.9
	Electric shock
	All
	Inadequate resistance;

Loss of resistance
	
	
	

	3.10
	Circuit failure
	FRN
	Electrical shorting; 

High impedance; 

Low impedance
	
	
	4.1.9

	3.11
	Electromagnetic compatibility issue
	FRN
	Electromagnetic interference;
Electrostatic discharge;
Radiofrequency interference
	
	
	


4. Hardware Hazards

	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	4.1
	System failure
	All
	Malfunctioning component
	Alarm(); Log()
	
	3.3, 3.5

	4.2
	System failure
	FRN
	System malfunction – RTC not synchronized (date/time register not same as the RTC);

Clock frequency check failed
	
	
	3.3, 3.4

	4.3 
	System failure
	All
	CPU test failed; 

One or more of the system component failed
	
	
	3.3, 3.4

	4.4
	System failure
	All
	Synchronization error between pump components 
	
	Drug library
	3.3.4

	4.5
	Channel error
	FRN
	synchronization problem between channels on a multi-channel pump
	
	
	3.5

	4.6
	Network error
	FRN
	Pump not compatible with networked / integrated device
	
	
	3.3.4

	4.7
	Memory failure
	FRN
	System malfunction – RAM test failed; 

Attempted write to memory failed;

Critical value data integrity error
	
	
	3.3, 3.4

	4.8 
	Memory failure
	FRN
	System malfunction – ROM (or external flash memory) CRC test failed
	
	
	3.3, 3.4

	4.9
	Watchdog failure
	All
	System malfunction – Watchdog timer test failed; 

Watchdog not interrupted in 90 seconds
	
	
	3.4.4.5

	4.10 
	False alarm
	All
	False watchdog interrupt
	
	
	

	4.11
	Incorrect test results
	All
	False negative test result;

False positive test result;

Incorrect measurement;

Test result inaccurate
	
	
	

	4.12
	Incorrect dose value entered
	FRN
	Key debounce not detected
	
	Drug library
	2.3

	4.13
	Failure to alarm
	All
	Sensor failure
	
	
	


5. Software Hazards

	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	5.1
	Data error
	FRN
	Failure to backup;

Data retrieval error

Could not write to pump log
	
	
	1.7.1

	5.2
	Data error
	FRN
	Unable to retrieve data from drug library; 

Failure to transmit record
	
	
	

	5.3
	Incorrect version
	FRN
	Software updates not installed;

Incorrect version installed
	
	Barcode scanner
	5.1.8

	5.4
	Failure to alarm
	All
	Communication problem between channels
	Log()
	
	

	5.5
	Pump could not be silenced
	FRN
	Alarm priority set incorrectly
	Log()
	
	

	5.6
	Incorrect dose administered
	FRN
	Incorrect drug library; Old version of drug library
	
	
	5.1.8

	5.7
	Channel error
	FRN
	Failure to recognize new channels added to pump
	
	
	

	5.8
	Communication error
	All
	System malfunction – RF Communication test failed
	
	
	3.3.4

	5.9
	Pump failed to startup
	FRN
	One or more of the POST tests failed
	
	
	3.4.5

	5.10 
	Pump failed to shut down
	All
	Failure to auto-stop (following a critical failure that requires pump to be stopped)
	
	
	

	5.11
	Pump reverts to default dose values
	All
	Programmed dose set incorrectly;

Inappropriate reset to default 
	
	Drug library
	5.1.3

	5.12
	Incorrect test results
	All
	False negative test result;

False positive test result;

Incorrect measurement;

Test result inaccurate
	
	
	


6. Mechanical Hazards (Physical Hazards)
	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	6.1
	Unable to set dose, start/ stop/ reset pump, silence alarm
	FRN
	Broken part (e.g., broken keypad)


	Alert()
	
	3.3

	6.2
	Incorrect dose value entered
	FRN
	Key stuck / depressed
	Alarm()
	
	2.3

	6.3
	No alarm signal
	FRN
	Speaker / Audio unit failure
	Log()
	
	3.3

	6.4
	Physical Damage to pump
	All
	Falling; Shear; Stress
	
	
	

	6.5
	Injury to medic/patient
	FRN
	Sharp edges
	
	
	

	6.6
	Pump stops infusion
	All
	Pump motor fails; 
Pump unable to stroke
	
	Flow sensor
	3.5


7. Biological and Chemical Hazards

	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	7.1
	Biological/Chemical Hazard
	FRN
	Device contaminated during use; 

Device contaminated by blood/leaking fluid
	
	
	

	7.2
	Biological/Chemical Hazard
	FRN
	Inadequate device cleaning; 

Residue after contamination;

Failure to flush;

Failure to disinfect
	
	
	


8. Use Hazards
	HID
	Hazard
	Pump Type
	Cause
	Action
	Mitigated by
	Safety Requirement

	8.1
	Overfill
	All
	Incorrect fill volume specified
	Alert(); Log()
	Barcode scanner
	

	8.2
	Short fill 
	All
	Incorrect fill volume specified
	Alert(); Log()
	Barcode scanner
	

	8.3
	Knowledge-based failure
	All
	Operating instructions incomplete;

Inaccurate labeling
	
	Barcode scanner
	

	8.4
	Knowledge-based failure
	FRN
	Medic fails to recognize hazardous situation
	
	
	

	8.5
	Knowledge-based failure
	FRN
	Pump does not display adequate dosage information on the display
	
	
	

	8.6
	Rule-based failure
	FRN
	Incorrect prescription given to patient; 
Incorrect drug library loaded
	
	Barcode scanner
	2.2, 5.1.8

	8.7
	Overinfusion
	FRN
	User / Patient change infusion settings inadvertently
	
	Drug library
	2.2, 5.1

	8.8
	Underinfusion
	FRN
	User / Patient change infusion settings inadvertently
	
	Drug library
	2.2, 5.1

	8.9
	Patient incapacitated
	FRN
	Home care patient unable to administer dosage/service alarm condition
	
	
	

	8.10
	Attentional failure
	All
	Incorrect prescription entered
	
	
	2.2, 5.1

	8.11
	Memory failure
	FRN
	Too few doses administered;

Patient given multiple doses
	
	Flow sensor
	

	8.12
	Incorrect dose settings
	FRN
	Key pressed too long
	Alarm()
	
	2.3.1

	8.13
	Inadequate training
	All
	User not trained to use pump;

User not familiar with pump
	
	
	

	8.14
	Incorrect dose mode
	FRN
	Incorrect units used for specifying dose parameters (e.g., ml/hr instead of mcg/hr)
	
	Barcode scanner
	


